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CYBERSECURITY BEST PRACTICES
WESLEY SMITH

IMPORTANCE OF CYBERSECURITY

 Most of our data is subject to FOIA, so sensitive
data isn’t a major concern like some companies, but
that data is valuable to us, and that makes it valuable
to others that might want to ransom it back to us.

 We provide important services to the communities
we work in, and a disruption of those services may
not cause a financial impact on our organizations but
that lost trust maybe harder resource to recoup.
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KEYSTO STRONG CYBERSECURITY

Strong Passwords and Multi-Factor Authentication

Regular Software Updates and Patch Management 

Firewall and Intrusion Detection Systems

Data Encryption 

Regular Data Backups

Security Awareness and Training 

Regular cybersecurity risk assessments

UNDERSTANDINGTHE CYBERSECURITY LANDSCAPE

 Social Engineering – Libraries tend to be too 
friendly and willing to help. It is ok to question 
things. If a request feels wrong or even if it doesn’t, 
take your time and check it out.

 Ransomware - A huge threat to every 
organization. The actors don’t care about your 
organization, just what your budget is and what you 
can afford to pay them. No organization is immune; 
criminals apply pressure to all organizations they feel 
they can extort money from.
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SOCIAL ENGINEERING
- SMISHING (PHISHING VIA TEXT)

We have all received texts about unpaid tolls or a package delivery that 
was attempted to be made. Sometimes you will get a text from someone 
who is pretending to be texting someone else.These texts normally 
include pictures of an attractive person.They will apologize profusely and 
then attempt to strike up a pleasant conversation with you.

These are all forms of SMISHING.The goal of these scams is money, either 
directly or as the start of a ransomware scam.These scams can sometimes 
go on for months, building confidence and a personal relationship, but it 
always leads to them asking you for money or to click on a link.

SPEAR SMISHING is when they target a person or organization that they 
have information about.They use this information to craft a message to 
pretend to be a co-worker or boss. RAILS employees regularly receive 
emails and text message from people pretending to be Monica or Joe.

THE STORY OF GIUSEPPE THE RACOON
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SOCIAL ENGINEERING 
VISHING (PHISHINGVIAVIDEO)

The ability to make simulated video’s that are almost impossible to distinguish from real video of anyone doing 
anything is easier than ever.This can be done in real time in a Zoom call with just a basic webcam. It is more 
important than ever to question even things you see video proof of before taking any important actions.

Below is a list of software that can accomplish this with just a little bit of tinkering, and a decent video card.

 Reface

 Akool FaceSwap

 Face Fusion

 Deep Live Cam

 Deep Face Live

RAILS STAFF INSERVICE DAY
SIR PATRICK STEWART (DEFINITELY NOT DEEP FAKED)
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THANKYOU

WESLEY.SMITH@RAILSLIBRARIES.ORG
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