
NAVINGATING THE 
CHANGING LANDSCAPE 

OF LIBRARY PRIVACY
Deborah Caldwell-Stone

American Library Association
Michael Robinson

University of Alaska, Anchorage



Intellectual Privacy



Why is privacy so important in libraries?

“The library, as the unique sanctuary of the widest possible spectrum of
ideas, must protect the confidentiality of its records in order to insure its
readers' right to read anything they wish, free from the fear that
someone might see what they read and use this as a way to intimidate
them…”





….Without such protection there would be a chilling effect on
our library users, as inquiring minds turn away from exploring
varied avenues of thought because they fear the potentiality of
others knowing their reading history.

-- Supporting documentation for 1981 passage of New York State statute CPLR §4509



“We protect each library user's right to privacy and confidentiality 
with respect to information sought or received and resources 
consulted, borrowed, acquired or tr
ansmitted.”

ALA Code of Ethics

“Librarians and other information workers respect personal 
privacy, and the protection of personal data, necessarily shared 
between individuals and institutions.  The relationship between 
the library and the user is one of confidentiality and librarians and 
other information workers will take appropriate measures to 
ensure that user data is not shared beyond the original 
transaction.”

IFLA Code of Ethics
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In a library (physical or virtual), the right to privacy is the right to open 
inquiry without having the subject of one’s interest examined or 
scrutinized by others.

Confidentiality exists when a library is in possession of personally 
identifiable information about users and keeps that information 
private on their behalf.

Privacy: An Interpretation of the Library Bill of Rights

Library users should have the right to personal privacy and anonymity.  
Librarians and other library staff should not disclose the identity of 
users or the materials they use to a third party.

IFLA Statement on Libraries and Intellectual Freedom
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• First Amendment 
• Fourth Amendment
• Court Opinions

• FISA/USA Freedom Act/Gov’t Surveillance
• Search warrants, subpoenas

• State Library Confidentiality Laws
• State Reader Privacy Laws
• FOIA/Open Records Laws (Data 

Management)



In Illinois, the registration and circulation records of a 
library are confidential information and cannot be 
made available to the public unless required to do 
so under a court order.  

~~IL  Rev. Statutes  75 ILCS 70/1 et al. La
w
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And more...



The Library as Source of Patron Data



Unauthorized or Inadvertent Disclosure of Patron Data 



The Library as User and Collector of Data



Privacy is the claim of individuals, groups, or institutions 
to determine for themselves when, how, and to what 
extent information about them is communicated to 
others.

Alan Westin, Privacy and Freedom (1967)
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s Data Privacy/Data Breach Laws

• Video Privacy Protection Act
• Child Online Privacy Protection Act
• Student Data Privacy
• Biometric Privacy
• Broadband Privacy
• Locational Privacy
• Data Breach Reporting



Privacy in Today’s Library

Confidentiality

Freedom from surveillance

+ Limits on Information Collection & Use

+ Personal choice and control

+ Robust Network and Data Security



 New standards: NISO Consensus Principles on Users’ Digital Privacy
 ALA Library Privacy Guidelines / Checklists
 Privacy Audits (Storage, Use, Data Flows)
 Records Management Plan (Schedule for Retention / Destruction)

Five Steps To Better Digital Privacy in the Library

1. Update your library's policies, practices and standards to 
assure patron privacy
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Five Steps To Better Digital Privacy in the Library

1. Update your library's policies, practices and standards to 
assure patron privacy

2. Employ Encryption Technologies
3. Require vendors to adhere to the same privacy and record 

retention standards used by  the library. 
4. Add Encryption and Privacy Tools to Public Computers
5. Train library staff and library users about privacy rights and 

best practices online and off that preserve the privacy and 
confidentiality of sensitive information 



Resources on law, ethics, policy, and practice: 



Questions?



• Resources for Libraries
• Digital Content Providers 
• Integrated Library System
• HTTPS & Let’s Encrypt
• Tools to Protect Web Users

Let’s Get Practical



Library Privacy Resources

https://chooseprivacyweek.org/resources/



Library Privacy Guidelines

 Published by ALA 
Intellectual Freedom 
Committee

 Help libraries develop 
best practices 

 Balance user privacy 
vs operational needs

 Empower user to 
make decisions 



Library Privacy Guidelines
 E-book Lending & Digital 

Content Vendors
 Library Management 

Systems
 Library Websites, OPACs & 

Discovery Services
 Public Access Computers & 

Networks
 Data Exchange Between 

Networked Devices & 
Services

 Students in K-12 Schools



Bonus Guideline - Filtering

 Published by ALA IFC
 How to make filters 

less sucky
 Includes section on 

privacy & SSL 
decryption



Library Privacy Checklists

 Published by ALA IFC 
& LITA

 Checklist for each 
privacy guideline

 Practical actions 
libraries can take 

 Organized into priority 
1, 2 & 3



Questions?



Content Providers Checklist



Content Providers - Priority 1 

 Library should link to vendor privacy policies
 Work with providers to configure services to use 

opt-in method
 Help patrons manage their privacy settings
 Notify patrons of any data breeches



Content Providers – Priority 2

 Add Privacy Considerations to Section Criteria
− Provider has a published privacy policy
− Supports opt-in method
− Users can access & review personal data
− HTTPS / encryption for data communications

 License Agreements with New Content Providers
− Conform to state confidentiality laws
− Conform to library privacy policies
− Stipulate that library retains ownership of user data
− Include protocol for law enforcement requests
− Include protocol for notification of data breaches



Content Providers – Priority 3

 Review Existing License Agreements
− Work with providers to address privacy 

concerns
− Consider not renewing agreements that can 

not address concerns
 Review vendor’s data governance plan

− If vendor has no plan, ask them to create one
 Ask vendor to conduct regular privacy audits

− and share the results with the library



Questions?



ILS Checklist



ILS – Priority 1

 Develop a privacy policy & publish it on library website
 Only collect & store patron information needed for library 

operations
 Aggregate or anonymize reports to remove personally 

identifiable information
 Configure ILS by default to remove transactional data 

when item is returned
− Allow patrons to opt-in to check history if available

 Develop library procedures for handling government & law 
enforcement requests for patron information



ILS – Priority 2

 Restrict access to patron records to staff members with a 
demonstrated need

 Configure library notices to send minimal personal 
information

 Develop policies & procedures regarding the extraction & 
sharing of patron data
− Restrict access to extracts to appropriate parties
− Policy should include disposal/deletion of extracts

 Encrypt offline data backups
 Keep ILS application & server software up-to-date



ILS – Priority 3

 Store all passwords (patron and staff) in a secure fashion 
using proper cryptograph

 Encrypt all traffic between ILS server & any client 
connections outside a secure LAN

 Conduct security audits of ILS server & network
 Create procedures to handle data breaches & mitigate their 

impact on patrons



Questions?



HTTPS & Let’s Encrypt

 Why HTTPS?
 Encrypt the Web 

Movement
 Free & Easy 

HTTPS with Let’s 
Encrypt



Why HTTPS?

 HTTP transmits content in the 
clear allowing potential 
eavesdropping

 HTTPS transmits content in 
encrypted tunnel that prevents 
eavesdropping
− Thus helping protect reader 

privacy



Encrypt the Web Movement
 Electronic Frontier Foundation launches Encrypting the Web
 Federal government sites are required to be HTTPS
 Google boosts ranking of HTTPS sites in search results
 Firefox & Chrome begin to warn that HTTP sites are insecure
 Secure the News project to move news sites to HTTPS 
 Library Digital Privacy Pledge encourages libraries & content providers to adopt 

HTTPS

https://www.eff.org/encrypt-the-web
https://securethe.news/
https://libraryfreedomproject.org/ourwork/digitalprivacypledge/


Free & Easy HTTPS

 Let’s Encrypt certificate authority
 Free certificates
 Tools for easy installation & renewal
 Free + easy = no excuses



Let’s Encrypt - Sponsors



Let’s Encrypt  - Adoption

 Rapid adoption since debut in Nov 2015
 Jan 2016 248,000 certificates
 Jan 2017 28 million certificates
 50% of web is now HTTPS

https://letsencrypt.org/2017/01/06/le-2016-in-review.html


Let’s Encrypt - Tools

https://chooseprivacyweek.org/resources/https-lets-encrypt/



Questions?



Tools to Protect User Privacy

https://chooseprivacyweek.org/resources/tools-to-protect-user-privacy/



Privacy in Web Browsing

 Threats to privacy
 Browser best 

practices
 Browser extensions
 VPNs
 Tor browser



Threats to Browsing Privacy

 Websites
− Activity tracking
− Fingerprinting
− Cross-site scripting

 Network Monitoring
− Work
− School
− ISP

 Open Wi-Fi



Browser Best Practices

 Use current browsers
 Use privacy mode
 Frequently delete cache, 

cookies, etc.
 Alternative Search Engines

− DuckDuckGo
− StartPage

 Use multiple browsers
− one for anonymous surfing
− 2nd for personalized/login
− 3rd for banking/financial

https://duckduckgo.com/
https://www.startpage.com/


Browser Extensions

 HTTPS Everywhere
− Encrypts  communications 

with many major websites
 Privacy Badger

− Blocks spying ads & invisible 
trackers

 Disconnect.me / Ghostery
− Visualize & block advertising, 

analytics & social media 
trackers.

https://www.eff.org/https-everywhere
https://www.eff.org/privacybadger
https://disconnect.me/
https://www.ghostery.com/


VPNs



VPNs

 Protects from network 
monitoring by ISP, work, 
school

 Provides some browsing 
anonymity

 Not just browser, covers other 
apps

 Not all VPNs created equal, be 
selective



Tor Browser

 Free browser based on Firefox
 Uses Tor Network
 Obscures IP address
 Keeps no history
 Blocks ads
 Blocks fingerprinting
 Prevents cross-site scriptinghttps://www.torproject.org/

https://www.torproject.org/


Tor Network



Tor Browser Usability

 Should not add Flash & other 
extensions

 Some scripts do not work, e.g. 
Captcha

 Can be slow
 Only protects browser not other 

apps
 Darknet association



Tails – Tor’s B@d@ss Cousin 

 OS for privacy & anonymity
 Based on Debian
 Boot & run from USB or CD 

ROM
 Leaves no trace on PC
 Uses Tor network
 Robust suite of apps

https://tails.boum.org

https://tails.boum.org/


Privacy Browsing Resources

SJPL Virtual Privacy 
Lab

Library Freedom Project

https://libraryfreedomproject.org https://www.sjpl.org/privacy

https://libraryfreedomproject.org/
https://www.sjpl.org/privacy


Don’t forget non-digital privacy...

Sensitive
Data 

Displays

Privacy 
Screens

Self-Serve 
Holds

Reference 
Desks



Questions?



Deborah Caldwell-Stone
ALA Office for Intellectual Freedom

dstone@ala.org
@privacyala

Michael Robinson
Consortium Library, University of Alaska Anchorage

Past Chair and Member, ALA Intellectual Freedom Privacy Subcommittee
mcrobinson@alaska.edu

mailto:dstone@ala.org
https://twitter.com/privacyala
mailto:mcrobinson@alaska.edu

	NAVINGATING THE CHANGING LANDSCAPE �OF LIBRARY PRIVACY
	Slide Number 2
	Why is privacy so important in libraries?
	Slide Number 4
	Slide Number 5
	Ethics
	Professional Standards
	Laws
	Laws
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	  New Laws
	Privacy in Today’s Library
	Slide Number 18
	Slide Number 19
	Slide Number 20
	Slide Number 21
	Slide Number 22
	Slide Number 23
	Slide Number 24
	Let’s Get Practical
	Slide Number 26
	Slide Number 27
	Slide Number 28
	Slide Number 29
	Slide Number 30
	Slide Number 31
	Slide Number 32
	Slide Number 33
	Slide Number 34
	Slide Number 35
	Slide Number 36
	Slide Number 37
	Slide Number 38
	Slide Number 39
	Slide Number 40
	Slide Number 41
	Slide Number 42
	Slide Number 43
	Slide Number 44
	Slide Number 45
	Slide Number 46
	Slide Number 47
	Slide Number 48
	Slide Number 49
	Slide Number 50
	Slide Number 51
	Slide Number 52
	Slide Number 53
	Slide Number 54
	Slide Number 55
	Slide Number 56
	Slide Number 57
	Slide Number 58
	Slide Number 59
	Slide Number 60
	Slide Number 61
	Don’t forget non-digital privacy...
	Slide Number 63
	Slide Number 64

